
 Journal of AI-Driven Communication Engineering, 2026, 2, 1-11 1 

 

Received on 31-12-2025 Accepted on 02-02-2026 Published on 01-03-2026 
 

E-ISSN: 2979-1081/26 

Artificial Intelligence and Quantum Computing in Criminal Justice 
Systems: A Communication Engineering Perspective 

Sejoon Yang1 and Hongchul Shin2,* 

1Law School, Kyung Hee University, Seoul 02447, Republic of Korea 
2Department of Biotechnology, College of Life Sciences and Biotechnology, Korea University, Seoul 02841, 
Republic of Korea 

Abstract: Modern communication systems face unprecedented challenges in ensuring secure data transmission and 
real-time processing across distributed networks. The convergence of artificial intelligence (AI) and quantum computing 
(QC) fundamentally transforms communication engineering by introducing both enhanced capabilities for intelligent 
network management and critical threats to cryptographic security protocols that underpin global communications. 
These challenges are particularly acute in high-security domains such as criminal justice systems, where communication 
infrastructure must balance stringent security requirements with evidentiary reliability. The administration of criminal 
justice has historically relied on the epistemological reliability of evidence and the ontological security of information. 
However, the legal profession currently faces a radical discontinuity driven by the simultaneous maturation of Generative 
Artificial Intelligence (AI) and the accelerating development of Quantum Computing (QC). Generative AI has introduced 
a regime of "probabilistic truth," leading to the proliferation of hallucinated legal texts and synthetic media that threaten 
evidentiary standards. Parallel to this, the looming reality of QC poses a fundamental threat to the cryptographic locks 
securing sensitive criminal justice data, notably through strategies that target current encrypted data for future decryption. 
As the integration of these advanced technologies becomes an irreversible trend, there is a critical need to synthesize 
these divergent yet interconnected threats to understand their collective impact on judicial integrity. This review analyzes 
the epistemological crisis precipitated by the integration of algorithmic text generation into legal workflows and the 
challenges posed to digital forensics by the potential compromise of encryption standards. Furthermore, it explores the 
transformative potential of Quantum Machine Learning (QML) in unraveling sophisticated modern criminal schemes, 
particularly for identifying complex patterns in financial crimes and criminal networks, while also addressing the technical 
hurdles limiting the practical deployment of these models. This study underscores the critical necessity for the legal 
system to fortify procedural defenses against AI-generated misinformation and to accelerate the migration to 
quantum-resistant security infrastructures. Ultimately, this review highlights that preserving the validity of the justice 
system requires commitment to technological literacy and the establishment of rigorous verification frameworks to 
navigate the dual disruption of algorithmic probabilities and quantum insecurity. 
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1. INTRODUCTION 

Modern communication systems face 
unprecedented challenges in ensuring secure, efficient, 
and reliable data transmission across increasingly 
complex networks [1]. The convergence of Artificial 
Intelligence (AI) and Quantum Computing (QC) 
represents a transformative paradigm shift in 
communication engineering, fundamentally altering 
how we approach network security, real-time data 
analysis, and distributed system architecture [2]. 
AI-driven technologies enable intelligent network 
optimization, automated threat detection, and adaptive 
resource allocation in large-scale communication 
infrastructures, while quantum computing promises 
both revolutionary computational capabilities and 
existential threats to current cryptographic foundations 
that secure global communication networks [2, 3]. 

The integration of these technologies addresses 
three critical challenges in contemporary 
communication engineering. First, protecting sensitive 
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data transmission against both classical cyberattacks 
and emerging quantum threats [4]. Second, enabling 
intelligent real-time analysis of massive data flows 
across distributed networks [5]. Third, maintaining 
system integrity and availability in increasingly complex 
interconnected environments [1, 2]. These challenges 
transcend individual application domains, affecting 
healthcare information systems, financial transaction 
networks, telecommunications infrastructure, and 
government communication systems. Each domain 
demands specialized security protocols, fault-tolerant 
architectures, and privacy-preserving mechanisms that 
can adapt to rapidly evolving technological landscapes 
while maintaining backward compatibility with existing 
systems. 

Among these application domains, criminal justice 
systems represent a particularly demanding test case 
that exemplifies the most stringent requirements for 
secure communication infrastructure [6]. The 
administration of justice combines maximum security 
imperatives with evidentiary reliability standards and 
constitutional privacy protections, making it an ideal 
lens through which to examine the practical 
implementation of AI and quantum technologies in 
mission-critical communication systems [7]. The legal 
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profession currently faces a dual disruption driven by 
the simultaneous maturation of generative AI and the 
accelerating development of QC. 

The administration of justice has historically relied 
on two foundational pillars which are the 
epistemological reliability of evidence and the 
ontological security of information [8]. For centuries 
these pillars were maintained through human testimony 
and physical custody chains but the third decade of the 
21st century has introduced radical discontinuity [9]. 
The legal profession currently faces a dual disruption 
driven by the simultaneous maturation of generative 
AI)and the accelerating development of QC [10-12]. 
Generative AI has introduced a regime of probabilistic 
truth where the generation of legal texts and 
evidentiary media is no longer strictly deterministic but 
constitutes the output of statistical correlations within 
vast datasets [13-15]. This shift has precipitated an 
immediate crisis characterized by the proliferation of 
hallucinated case law and the weaponization of 
synthetic media [16]. Parallel to this epistemological 
disruption is the ontological threat posed by QC [17]. 
Unlike the probabilistic emulation of intelligence seen in 
AI systems, QC harnesses superposition and 
entanglement to perform computations intractable for 
classical binary systems. While Generative AI 
challenges the content of legal files, QC challenges the 
container or the cryptographic locks securing sensitive 
criminal justice data [18]. The looming reality of 
Cryptographically Relevant Quantum Computers 
(CRQCs) has given rise to the Harvest Now Decrypt 
Later (HNDL) strategy where adversaries intercept 
encrypted data today to decrypt it in a post-quantum 
future [19]. This review synthesizes these divergent yet 
interconnected threads by analyzing the breakdown of 
truth in recent litigation, the regulatory divergence in AI 
governance, and the mechanics of the quantum threat 
to digital forensics. 

2. COMMUNICATION INFRASTRUCTURES AND 
SECURITY FRAMEWORK 

Modern communication systems require 
comprehensive security frameworks that address both 
classical threats and emerging quantum vulnerabilities 
while maintaining the performance necessary for 
real-time AI-driven applications [20]. The integration of 
artificial intelligence and quantum computing in 
communication networks necessitates a multi-layered 
approach encompassing secure protocols, resilient 
architectures, and efficient data processing pipelines 
that can operate across distributed environments [2]. 

The foundation of secure communication rests on 
robust cryptographic protocols, with traditional 
Transport Layer Security (TLS) and Secure Sockets 

Layer (SSL) mechanisms remaining essential for 
contemporary systems [21]. However, the impending 
threat of cryptographically relevant quantum computers 
has accelerated adoption of post-quantum 
cryptography (PQC) [22]. In August 2024, NIST 
released the first three PQC standards including Kyber 
for encryption and Dilithium and Falcon for digital 
signatures, marking a critical transition toward 
quantum-resistant security [23]. Organizations are 
implementing hybrid cryptographic approaches that 
combine classical algorithms with quantum-resistant 
alternatives, ensuring protection even if quantum 
breakthroughs occur unexpectedly. Major technology 
companies have deployed hybrid key exchange 
mechanisms for internal networks, while standards 
bodies develop specifications for widespread 
enterprise adoption across VPN appliances, databases, 
and cloud services [23]. 

Quantum Key Distribution (QKD) represents the 
next generation of secure communication, providing 
provably secure channels based on quantum 
mechanical principles rather than mathematical 
hardness assumptions [24]. Unlike PQC, QKD offers 
unconditional security by detecting eavesdropping 
attempts through quantum state disturbance. 
Commercial QKD networks are beginning deployment 
in data centers, critical infrastructure, and even 
consumer devices [24]. The European Commission's 
2024 recommendations emphasize that quantum 
computing advances will enable adversaries to decrypt 
current encryption unless systems are upgraded, 
driving regulatory momentum for quantum-safe 
transitions globally [25]. Zero-trust architecture 
principles complement these cryptographic measures 
by requiring continuous verification of all network 
participants regardless of location. Multi-factor 
authentication enhanced with AI-driven behavioral 
analysis identifies anomalous access patterns while 
maintaining usability, and role-based access control 
ensures granular permission management across 
complex distributed systems [25]. 

Privacy-preserving techniques enable secure 
computation without exposing sensitive data [26]. 
Homomorphic encryption allows processing on 
encrypted data without decryption, critical for AI model 
training across organizational boundaries [26]. Secure 
multi-party computation protocols enable collaborative 
analytics while keeping individual inputs private, and 
differential privacy mechanisms protect individual data 
points while preserving statistical utility for large-scale 
analysis [27]. These technologies are essential for 
healthcare, finance, and government applications 
where regulatory compliance demands stringent data 
protection. 
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Network security architecture must address threats 
across multiple layers through AI-driven detection 
mechanisms and quantum-resistant cryptography [28]. 
Machine learning-based intrusion detection systems 
(IDS) achieve significant improvements in anomaly 
detection accuracy while reducing false positives 
through intelligent traffic analysis [29]. Deep learning 
architectures including CNNs, RNNs, and LSTM 
networks demonstrate high accuracy in detecting 
complex attacks such as DDoS, advanced persistent 
threats, and zero-day exploits by identifying spatial and 
temporal patterns in network traffic [29]. Ensemble 
approaches combining multiple models, particularly 
Random Forest algorithms, provide optimal 
performance with efficient inference times that enable 
real-time threat response within small packet windows 
[30, 31]. 

Federated learning enables collaborative intrusion 
detection across distributed networks without 
centralizing sensitive data, preserving privacy while 
improving threat intelligence sharing [30]. Modern 
frameworks can process hundreds of thousands of 
network inputs within seconds using distributed 
computing resources. Integration with 
Software-Defined Networking enables dynamic 
resource allocation in response to detected threats, 
automatically adjusting bandwidth, isolating 
compromised segments, and redistributing resources 
among legitimate users [31]. Multi-agent systems 
provide another architectural approach where 
intelligent agents operate autonomously across 
network segments, coordinating responses to provide 
hierarchical distributed security working in conjunction 
with firewalls and network management systems [32]. 

The quantum computing threat demands urgent 
quantum-safe infrastructure implementation. In 
October 2024, methods to attack RSA encryption using 
quantum systems indicates quantum cryptanalysis is 
transitioning from theory to reality [33]. QCs leveraging 
Shor's algorithm can break RSA and Elliptic Curve 
Cryptography, jeopardizing global communication 
security [33, 34]. Predictions suggest quantum 
computers could crack RSA-2048 within the next 
decade, requiring organizations to implement PQC 
while maintaining backward compatibility through 
hybrid classical-quantum security models [34]. 
Legislative frameworks are accelerating adoption of 
quantum-resistant algorithms, while the concept of 
cryptographic agility has become a core requirement 
for resilient security architectures [35]. 

Efficient data processing architectures balancing 
low latency with comprehensive analytics capabilities 
are essential for AI-driven systems. Edge computing 
brings computation closer to data sources, dramatically 
reducing latency compared to centralized cloud 

architectures [36]. This proximity enables real-time 
decision-making critical for autonomous vehicles, 
industrial IoT, and smart cities where millisecond 
response times are safety critical [37]. Market analysis 
predicts the most enterprise data will be processed 
outside traditional data centers by 2025, reflecting 
cloud computing's limitations for latency-sensitive 
applications [37]. Edge devices now possess 
significant computational capabilities for preprocessing, 
filtering, and machine learning inference previously 
exclusive to data centers [38]. By processing data 
locally and transmitting only relevant insights, edge 
architectures dramatically reduce bandwidth 
consumption, particularly valuable in bandwidth- 
constrained environments. 

Hybrid edge-cloud architectures leverage 
complementary strengths of both paradigms. Cloud 
computing provides unlimited scalable storage and 
computational resources for comprehensive analytics, 
large-scale model training, and long-term data 
retention, excelling at batch processing and complex 
analytics [39]. Edge computing delivers immediate 
insights and rapid response to time-sensitive events 
through local processing [40]. This distribution 
achieves both real-time operational responsiveness 
and deep analytical insights, with organizations 
reporting substantial savings in latency-sensitive 
operations [41]. Distributed computing frameworks 
enable seamless workload orchestration, dynamically 
placing tasks based on latency requirements, data 
locality, computational complexity, and available 
resources [42]. Stream processing architectures using 
message queuing systems like Kafka and RabbitMQ 
facilitate reliable data streaming with durability 
guarantees and exactly-once processing semantics, 
enabling continuous analysis for real-time threat 
detection and system optimization [43]. 

AI model deployment in distributed environments 
requires specialized microservices architectures where 
each model operates independently, enabling scaling 
and updates without affecting other components [44]. 
API gateways manage secure access with rate limiting, 
authentication, request routing, and protocol translation 
[45]. Container technologies combined with 
orchestration platforms like Kubernetes facilitate 
scalable serving with automated failover, ensuring 
availability during node failures while enabling dynamic 
scaling based on demand [46]. Federated learning 
represents an emerging paradigm for training models 
across decentralized devices while preserving privacy, 
with each device maintaining local data and sharing 
only model updates [47]. This approach is valuable for 
sensitive applications where privacy regulations 
prevent data centralization, incorporating differential 
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privacy and secure aggregation for mathematical 
privacy guarantees. 

Data privacy and regulatory compliance remain 
paramount in distributed architecture. Processing 
sensitive data at edge nodes minimizes transmission to 
centralized servers, reducing exposure and aligning 
with GDPR, HIPAA, and industry-specific regulations 
[48]. Edge computing supports data minimization by 
processing raw data locally and transmitting only 
derived insights or aggregate statistics [40]. However, 
distributed nature introduces security considerations as 
edge devices may be physically accessible to attackers 
[49]. Hardware-based security mechanisms including 
trusted execution environments and secure enclaves 
protect cryptographic keys and sensitive computations 
even if host systems are compromised, while device 
attestation protocols verify integrity before allowing 
network participation [50]. 

This communication infrastructure and security 
framework provides the essential foundation for 
deploying AI and quantum technologies in high-security 
domains. The convergence of quantum-resistant 
cryptography, AI-driven threat detection, and hybrid 
edge-cloud architecture creates resilient systems 
capable of addressing current threats while adapting to 
emerging challenges [51]. As demonstrated in 
subsequent sections, criminal justice systems 
exemplify the most demanding applications of these 
frameworks, where evidentiary integrity and 
constitutional privacy protections require absolute 
security guarantees alongside real-time processing 
capabilities. 

3. AI IN CRIMINAL LAW AND THE 
EPISTEMOLOGICAL CRISIS 

The integration of Generative AI into the legal 
profession has precipitated an epistemological crisis 
regarding the veracity of legal citations and the integrity 
of evidence. While initially heralded for its potential to 
democratize access to legal services, the deployment 
of Large Language Models (LLMs) has exposed severe 
vulnerabilities in the judicial process [52]. These 
vulnerabilities manifest primarily through the 
phenomenon of hallucination where probabilistic token 
generation masquerades as authoritative legal 
precedent and through the fabrication of synthetic 
evidence which threatens the foundational trust 
required for criminal adjudication [53]. 

The most consequential inflection points in this 
reckoning occurred with the Mata v. Avianca litigation 
adjudicated in the Southern District of New York [54]. 
This case serves as a paradigmatic example of the 
risks associated with unverified reliance on algorithmic 
text generation. The counsel for the plaintiff submitted 

a brief citing multiple judicial precedents including 
Varghese v. China Southern Airlines which were 
subsequently revealed to be entirely fictitious 
constructs generated by ChatGPT [55]. The 
mechanism of this failure lies in the architecture of the 
Transformer model which functions as a probabilistic 
engine predicting plausible token sequences rather 
than retrieving semantic truth [56]. This incident 
exposed the danger of automation bias where human 
operators disproportionately trust automated outputs. 
The ruling emphasized that while technology can assist 
in legal work the ultimate responsibility for accuracy 
remains a non-delegable duty of the human officer. 
Consequently, the court imposed a $5,000 fine on the 
attorneys involved and mandated remedial legal 
education [55], setting a concrete precedent for 
algorithmic negligence. Despite high-profile sanctions, 
the submission of hallucinated content has persisted 
into 2024 and 2025 in cases such as Park v. Kim and 
Kruse v. Karlan which suggests a fundamental gap in 
technological competence within the legal profession 
[57]. 

Parallel to textual hallucinations, the proliferation of 
AI-generated synthetic media presents a dual threat: it 
catalyzes novel forms of criminal conduct while 
simultaneously destabilizing established evidentiary 
standards. The democratization of generative 
adversarial networks (GANs) and diffusion models has 
lowered the technical barrier for creating hyper-realistic 
fabrications [56]. This capability has been weaponized 
particularly in the creation of Non-Consensual Intimate 
Imagery (NCII) and Child Sexual Abuse Material 
(CSAM) [58]. Reports indicate that the volume of 
AI-generated abuse material actioned by authorities 
doubled between 2024 and 2025 with the severity of 
content intensifying significantly [59]. The legal system 
has struggled to adapt because the velocity of 
deepfake dissemination outpaces traditional legislative 
processes, leaving victims with limited recourse [60]. 
To bridge this regulatory gap, the United States 
enacted the TAKE IT DOWN Act in May 2025 to 
criminalize the non-consensual publication of intimate 
digital forgeries while states like Pennsylvania and 
Washington have classified malicious deepfake 
creation as a felony [61]. In criminal trials the silent 
witness theory relies on the assumption that a 
photograph accurately depicts reality, but Generative 
AI shatters this assumption. Defense attorneys 
increasingly invoke the liar's dividend strategy where 
the mere existence of deepfake technology is used to 
cast doubt on authentic video evidence [62]. 

Governance of these technologies has coalesced 
around divergent regulatory frameworks. The Artificial 
Intelligence Act (EU AI Act) of the European Union 
finalized in 2024 adopts a risk-based approach that 
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explicitly prohibits certain law enforcement applications 
[62]. Article 5 of the Act bans predictive policing 
systems that assess risk based solely on profiling or 
personality traits rather than objective facts [62, 63]. 
This prohibition reflects concerns that algorithmic bias 
may entrench historical injustices. Furthermore, the Act 
places strict limitations on Real-Time Remote Biometric 
Identification (RBI) in publicly accessible spaces 
permitting its use only for strictly defined exigencies 
such as preventing imminent terrorist threats [64]. This 
contrasts with the approach in China, where the 
judiciary has aggressively integrated AI to enforce 
judicial standardization under the principle of 'Same 
Case, Same Judgment' [65]. The Chinese court system 
employs AI-driven recommendation engines to mitigate 
human disparity in sentencing. However, strict 
utilitarian application is evolving; recent rulings like the 
2024 Guangzhou Internet Court decision have 
established liability for AI platform providers, indicating 
that algorithmic efficiency must coexist with legal 
accountability [66]. 

Ultimately, whether adopting the EU’s risk-based 
restrictions or China’s integrationist strategy, all legal 
systems share a common fundamental challenge: the 
urgent need to construct procedural safeguards that 
prevent the erosion of judicial integrity by algorithmic 
probabilities. 

4. QC AND THE CRISIS OF CRYPTOGRAPHIC 
SECURITY 

While Generative AI presents immediate challenges 
to legal content, the maturation of QC poses a 
fundamental ontological threat to the security 
infrastructure underpinning the criminal justice system 
[73]. This threat is encapsulated by the HNDL strategy 
[74]. This doctrine involves the interception and storage 

of currently encrypted data by adversarial actors with 
the intent of decrypting it once a cryptographically 
relevant QC becomes available. For the legal sector, 
which handles data with long-term confidentiality 
requirements such as grand jury testimonies and 
national security evidence, the implications are 
catastrophic. 

The security of modern digital communications 
relies predominantly on public-key cryptography 
schemes such as the Rivest–Shamir–Adleman (RSA) 
algorithm and Elliptic Curve Cryptography (ECC) [75]. 
These systems function as digital locks, deriving their 
security from the extreme computational difficulty of 
solving specific mathematical problems, such as 
integer factorization [76]. However, this assumption of 
security is negated by Shor’s algorithm. Unlike 
classical methods, Shor’s algorithm provides a 
quantum-mechanical shortcut that theoretically allows 
a computer with sufficient quotes to solve these 
problems in polynomial time, effectively shattering the 
cryptographic shield of current legal infrastructures [77]. 
The HNDL threat is an active operational reality driven 
by a dangerous chronological imbalance. Adversarial 
actors are incentivized to intercept encrypted traffic 
today because the required secrecy duration of 
sensitive legal data such as national security evidence 
or sealed testimonies often extends far beyond the 
timeline projected for the arrival of fault-tolerant 
quantum hardware. If law enforcement agencies 
transmit sensitive case files over standard connections 
today that data is effectively compromised relative to a 
future quantum adversary. Once the encryption 
algorithm is broken in the future, the adversary can 
retroactively decrypt the data harvested today, 
exposing secrets that were intended to remain 
confidential for decades. A secondary threat vector 

Table 1: Chronology of AI Regulation and Case Law in Criminal Justice (2016–2025) 

Year Event or Legislation Jurisdiction Key Impact or Provision 

2016 ProPublica Analysis 
of COMPAS USA Demonstrated that the COMPAS recidivism algorithm exhibited systematic racial 

bias against black defendants through higher false positive rates [67]. 

2019 Justice Reform Act 
Article 33 France Criminalized the use of litigation analytics to predict the behavior of specific judges 

to preserve judicial independence and prevent judge profiling [68]. 

2020 Clearview AI Data 
Scraping Scandal Global Investigations revealed Clearview AI scrapped billions of images from social media 

for law enforcement use violating platform terms and privacy expectations [69]. 

2021 Clearview AI 
Declared Illegal Canada/EU Privacy authorities declared the scraping of facial images by Clearview AI illegal and 

established precedents against untargeted mass biometric surveillance [70]. 

2023 Mata v. Avianca USA (SDNY) Landmark sanctions against attorneys for submitting AI-hallucinated case citations 
establishing the non-delegable duty of verification [71]. 

2024 EU AI Act Finalization EU Established comprehensive prohibitions on predictive policing based on profiling 
and restricted real-time remote biometric identification under Article 5 [72]. 

2025 TAKE IT DOWN Act USA Federal statute criminalizing the non-consensual publication of intimate deepfakes 
and mandating platform removal mechanisms [61]. 
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known as Harvest Now Forge Later (HNFL) poses risks 
to digital evidence integrity [78]. If adversaries recover 
private signing keys, they could forge digital signatures 
on evidence files devastating the chain of custody by 
making fabricated evidence appear mathematically 
authentic. 

In response to this threat the National Institute of 
Standards and Technology (NIST) in the United States 
has led a global effort to standardize Post-Quantum 
Cryptography (PQC) [79]. In August 2024 NIST 
officially released the first three finalized standards 
comprising FIPS 203, FIPS 204, and FIPS 205 [80, 81]. 
FIPS 203 specifies the Module-Lattice-Based 
Key-Encapsulation Mechanism (ML-KEM) derived from 
CRYSTALS-Kyber which relies on the hardness of the 
Module Learning with Errors problem [80]. FIPS 204 
and 205 specify algorithms for digital signatures 
essential for identity authentication [80, 81]. The 
transition to these standards represents a logistical 
undertaking of immense complexity. The US federal 
government through National Security Memorandum 
has mandated a migration timeline requiring National 
Security Systems (NSS) to transition to 
quantum-resistant algorithms by 2035 [82]. For law 
enforcement agencies this involves re-architecting 
Public Key Infrastructures (PKI) that have been in place 
for decades [83]. 

The impact of QC extends to digital forensics and 
the preservation of evidence. Digital signatures verify 
that a file has not been altered since collection [84]. If 
the underlying algorithms protecting these signatures 
are broken the legal validity of decades of digital 
evidence could be challenged. Defense attorneys could 
argue that evidence cannot be authenticated because 
the digital signature could have been forged by a 
quantum-enabled actor [85]. Digital forensic analysts 

and cybersecurity experts are exploring crypto-agility 
and quantum-resistant hash functions to mitigate this 
risk. The concept of Mosca's Theorem illustrates this 
urgency through a simple inequality [86]. If the time 
required to migrate to quantum-safe encryption (!) plus 
the duration for which data must remain secret (!) 
exceeds the time until a quantum threat arrives (!), 
then the system is technically already compromised 
(!+y>z). In other words, if it takes 10 years to upgrade 
systems and the data must be kept secret for 20 years, 
but a quantum computer arrives in 15 years, the data is 
currently defenseless against the future threat. For 
capital offense records and national security files 
requiring indefinite retention, this inequality confirms 
that the risk is active today [86]. 

5. QUANTUM MACHINE LEARNING AND THE 
EVOLUTION OF DIGITAL FORENSICS 

Beyond the threat of encryption, QC offers 
transformative potential through Quantum Machine 
Learning (QML) particularly in the detection of complex 
financial crimes [87]. As criminal networks utilize 
sophisticated digital laundering techniques classical 
machine learning models often struggle with the high 
dimensionality and sparse data inherent in fraud 
detection. QML utilizes superposition and 
entanglement to process information in 
high-dimensional Hilbert spaces and offers a 
computational advantage in identifying subtle patterns 
of illicit activity [15, 17].  

From a forensic standpoint, the efficacy of QML in 
identifying these patterns is fundamentally derived from 
the quantum kernel trick, which enables the mapping of 
evidentiary data into a 2n-dimensional Hilbert space 
[17]. While classical models are often constrained by 
the computational cost of processing high-dimensional 

Table 2: Timeline of QC and Cryptographic Milestones (2019–2035) 

Year Milestone Entity Significance 

2019 Quantum Supremacy 
Demonstration Google The Sycamore processor performed a calculation faster than a classical 

supercomputer and validated the potential for quantum acceleration [90]. 

2022 Quantum Cybersecurity 
Preparedness Act USA Legislation mandated federal agencies inventing cryptographic systems 

and prepare for migration to post-quantum standards [74]. 

2023 Second Quantum 
Revolution Report Europol Analysis of the dual-use nature of quantum technologies identifying HNDL 

as a primary threat to law enforcement [91]. 

2024 Logical Qubit 
Breakthrough Microsoft Demonstration of reliable logical qubits with error rates 800 times lower 

than physical qubits moving toward fault tolerance [92]. 

2024 NIST PQC Standards 
Finalization NIST Official release of FIPS 203, 204, and 205 standards for quantum-resistant 

encryption and digital signatures [80]. 

2025 EU PQC Implementation 
Roadmap EU Publication of a coordinated roadmap requiring member states to 

transition critical infrastructure to post-quantum cryptography by 2030 [81]. 

2035 Projected CNSA 2.0 
Compliance NSA Target deadline for full transition of National Security Systems to 

quantum-resistant algorithms anticipating the arrival of CRQCs [93]. 
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feature spaces, which often result in the omission of 
subtle yet critical probative information, the quantum 
approach utilizes a parameterized quantum circuit to 
directly measure the fidelity between quantum states 
[88]. This mechanism effectively performs inner 
product calculations in a feature space that is 
exponentially larger than what is accessible to classical 
systems, thereby facilitating the linear separation of 
sophisticated criminal patterns. Consequently, this 
allows the judicial system to identify and verify intricate, 
non-linear correlations in financial crimes and criminal 
networks that would otherwise remain legally and 
technically indiscernible under current digital forensic 
standards [89]. 

One promising application is the use of Quantum 
Support Vector Machines (QSVM) for anomaly 
detection [94]. In financial datasets fraudulent 
transactions are rare outliers. Classical Support Vector 
Machines (CSVM) become computationally expensive 
when processing high-dimensional feature spaces [12]. 
QSVM utilizes a quantum kernel trick where data is 
mapped into an exponentially large quantum Hilbert 
space using a parameterized quantum circuit. In this 
space complex correlations invisible in classical 
dimensions can become linearly separable. Research 
conducted in 2024 and 2025 demonstrated that these 
models can achieve high precision in fraud 
classification with some studies reporting F1 scores of 
0.98 [95, 96]. Quantum Principal Component Analysis 
(QPCA) further allows for dimensionality reduction in 
large datasets enabling investigators to isolate relevant 
features of criminal behavior [97]. 

In addition to fraud detection QC is being applied to 
the Topological Data Analysis (TDA) of criminal 
networks [98]. Criminal organizations operate as 

complex networks with specific structural 
characteristics. Understanding the topology of these 
networks is essential for identifying vulnerabilities. 
Quantum algorithms enhance TDA by allowing 
analysts to compute Betti numbers more efficiently 
than classical methods [99]. By analyzing the shape of 
the data these methods can identify critical nodes and 
vulnerabilities within a criminal network that are not 
apparent through standard centrality measures. Recent 
studies indicate that topological features remain robust 
even with incomplete data which makes this a valuable 
tool for intelligence analysis where data is often 
fragmentary. 

Despite the transformative potential of QSVM and 
TDA in forensic science, their practical deployment 
remains constrained by the noise of NISQ devices. A 
primary theoretical hurdle in scaling these models is 
the Barren Plateau problem. This phenomenon refers 
to the tendency of the cost function landscape in 
Variational Quantum Algorithms (VQAs) to become 
exponentially flat as the number of qubits increases 
[100]. In a barren plateau, the gradients of the cost 
function vanish exponentially, making it impossible for 
the optimizer to determine the direction of improvement 
[101]. This issue is analogous to the vanishing gradient 
problem in classical deep learning but is more severe 
due to the geometry of the Hilbert space. Addressing 
this problem through strategies like local cost functions 
and identity block initialization is critical for the viability 
of Quantum Neural Networks (QNNs) in analyzing 
complex legal data [101]. 

6. CONCLUSION 

The intersection of Generative AI and QC 
represents a critical juncture for the criminal justice 

Table 3: Developments in Quantum Machine Learning for Forensics and Security (2018–2025) 

Year Research or Technological 
Development Focus Area Key Finding or Application 

2018 Barren Plateaus in QNNs Theory McClean et al. identified the gradient vanishing problem in parameterized 
quantum circuits which poses a scaling challenge for QML [102]. 

2019 Quantum-Enhanced Feature 
Spaces QML Havlicek et al. demonstrated that quantum kernels can separate data that is 

classically hard to classify, laying the groundwork for QSVM [103]. 

2021 Quantum Face Recognition 
Protocol Biometrics Proposal for combining QPCA with Ghost Imaging to identify suspects in 

low-light environments [104]. 

2023 Quantum Anomaly 
Detection for AML Finance Collaboration between Rigetti and HSBC to develop quantum algorithms for 

detecting complex money laundering patterns [105]. 

2024 Quantum Federated 
Learning Privacy Development of privacy-preserving forensic analysis methods that allow 

decentralized training on sensitive criminal data [106]. 

2025 Quorum Unsupervised 
Detection 

Anomaly 
Detection 

Introduction of an unsupervised framework using quantum autoencoders to 
detect anomalies without labeled training data [107]. 

2025 Quantum Graph Neural 
Networks (QGNN) 

Network 
Analysis 

Application of QGNNs to identify synthetic identities and long-range 
dependencies in financial transaction graphs with high precision [108]. 
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system characterized by a dual disruption that 
challenges both the methods of ascertaining truth and 
the means of securing it. The legal profession must 
fortify procedural defenses against the influx of 
AI-generated misinformation. The lessons of Mata v. 
Avianca underscore that while AI can augment legal 
intellect it cannot replace the ethical duty of verification. 
Legislative mandates such as the EU AI Act represent 
necessary steps in establishing a governance 
framework that prioritizes judicial integrity. 
Simultaneously, the justice system must prepare for 
the silent threat of quantum decryption. The Harvest 
Now Decrypt Later strategy ensures that the window 
for action is already open. The migration to NIST 
Post-Quantum Cryptography standards is a 
fundamental requirement for the preservation of justice 
and national security. Failure to secure the chain of 
custody against quantum forgery could lead to a 
retrospective collapse of evidentiary validity. The 
convergence of these technologies presents a paradox 
where AI offers to synthesize vast amounts of legal 
data while QC threatens to unravel the cryptographic 
trust securing that data. Resolution requires a justice 
system that is technologically literate and steadfast in 
its commitment to the verification of truth. 
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